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Abstract:
Most companies nowadays are using digital platforms for recruitment, but this has led to an

increase in fraudulent job postings, resulting in significant financial losses for job seekers. To
combat this issue, this paper proposes a deep learning-based approach for detecting online
recruitment fraud (ORF) using a novel dataset comprising three source Fake Job Posting,
Pakistan Job Posting, and US Job Posting. The proposed methodology utilizes Bidirectional
Encoder Representations from Transformers (BERT) and Robustly Optimized BERT Pre-
training Approach (RoBERTa) to convert job details into numerical vectors. Due to the high
class imbalance in the dataset, the SMOTE (Synthetic Minority Over-sampling Technique)
SMOBD variant is applied to balance the classes. Experimental results show that the
combination of BERT features with SMOBD achieved the highest accuracy of 98.68% when
integrated with a Convolutional Neural Network (CNN2D) for job classification. This approach
effectively addresses the challenges posed by outdated datasets and enhances the detection of
fraudulent job postings, contributing significantly to the fight against online recruitment.

Introduction: Therefore, seeking a job and hiring

employees have also switched online. An
In the age of advanced technology, the ) . .

online recruitment system (E- recruitment)
internet has drastically transformed our lives . . - .

is an internet application, the benefits of
in different ways. The traditional way to do . . .

which encompass productivity, easiness,
any activity has now been switched online. . N

and efficacy. Most organizations prefer
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online recruitment systems to provide job
opportunities to potential candidates.
Organizations publish job ads for their
vacant positions through job portals, in
which they mention job descriptions,
including requirements, salary packages,
offers, and facilities to be provided. Job
seekers visit different online job advertising
websites, seek job ads related to their
interests, and apply for suitable jobs. The
company then screens the CVs of applicants
matching their requirements. The position is
closed after fulfilling other formalities like
interviewing and  selecting potential
candidates. The trend of posting online job
advertisements was inflated during the
global pandemic of COVID 20109.
According to the World Economic Outlook
Report, the International Monetary Fund
(IMF) estimated that the unemployment
rate increased to 13% at the peak time of the
COVID-19 pandemic in 2020. These
statistics were only 7.3% in 2019 and 3.9%
in 2018. During the outbreak, many
companies decided to post job openings
online to provide facilities to job seekers.
But, where a facility is provided to the
public, it also allows online fraudsters to

take advantage of their pessimism.

Literature Survey:
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1) Detecting Fake Job Postings using
Bidirectional LSTM — (arXiv / preprint)

Takeaway: Uses a Bi-LSTM on the Kaggle
“Real / Fake Job Posting” dataset and
reports strong sequence modeling benefits

over baseline classical models. arXiv

Dataset: Kaggle “Real / Fake Job Posting”
(~17-18K posts). Kaggle+1

Method: Text preprocessing — word
embeddings (pretrained or trained), then a
Bidirectional LSTM classifier (sometimes

combined with metadata features). arXiv

Results: Bi-LSTM improves recall/F1 vs
classical ML baselines in the paper (check

specific numbers in the PDF). arXiv

Strengths / limits: Good at modeling
sequential dependencies in job descriptions;
limited by dataset imbalance and often
simple handling of metadata (company
profile, location). Opportunity: combine
LSTM with attention or metadata fusion
and more robust class-imbalance strategies.

arXiv+l

2) Fraud-BERT: Transformer-based
context-aware online recruitment fraud

detection (peer/preprint)

Takeaway: Fine-tuning a BERT (or light
variant) on job-ad text gives strong


https://arxiv.org/pdf/2304.02019?utm_source=chatgpt.com
https://www.kaggle.com/datasets/shivamb/real-or-fake-fake-jobposting-prediction?utm_source=chatgpt.com
https://arxiv.org/pdf/2304.02019?utm_source=chatgpt.com
https://arxiv.org/pdf/2304.02019?utm_source=chatgpt.com
https://arxiv.org/pdf/2304.02019?utm_source=chatgpt.com
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contextual  understanding and  often
outperforms  shallow/deep RNNs on

semantics and nuance. DNB+1

Dataset: Variants of the Kaggle dataset and
other curated recruitment fraud corpora.
DNB+1

Method: BERT (transfer-learning) fine-
tuned for classification; some works
propose domain-adapted BERT (Fraud-
BERT) or DistilBERT for efficiency.
DNB+1

Results: Transformer models show higher
accuracy/F1 and better handling of subtle
deceptive cues (phrasing, promises).
DistilBERT/efficient variants trade a bit of

accuracy for speed. DNB+1

Strengths / limits: Excellent semantic
understanding; can be compute-heavy and
may overfit small labelled sets.
Opportunity: domain adaptation, model
compression, and explainability (highlight
which text spans drove the prediction).

DNB

3) Hybrid CNN-LSTM / BERT-CNN /
BERT-LSTM architectures applied to
deception detection (adapted from fake-

news / fraud literature)

Takeaway: Hybrid stacks (CNN for local
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n-gram feature extraction + LSTM for
sequence; or BERT + CNN/LSTM) often
outperform single models on
deception/fraud classification because they
capture both local patterns and longer
context. (Examples shown in fake-news /
fraud detection literature and adapted to job
fraud.) PMC+1

Datasets / domains: Fake news and
recruitment fraud corpora; several studies
port these hybrids to job-ad detection,
showing gains. PMC+1

Method: e.g., pretrained BERT — pooled
token embeddings — CNN/LSTM head; or
CNN over embeddings + LSTM on CNN
outputs (stacked). PMC+1

Results: High accuracy in deception/fraud
tasks; ensembling (BERT-LSTM + BERT-
CNN) and late fusion can further boost

results. TEM Journal+1

Strengths / limits: Combines strengths of
both  architectures;  complexity and
inference cost rise. Useful to explore
lightweight stacks or ensemble distillation.

PMC

4) Improving Fake Job Description
Detection  Using Deep  Learning

(NLP2FJD) — (peer-reviewed journal)


https://d-nb.info/1363761811/34?utm_source=chatgpt.com
https://d-nb.info/1363761811/34?utm_source=chatgpt.com
https://d-nb.info/1363761811/34?utm_source=chatgpt.com
https://d-nb.info/1363761811/34?utm_source=chatgpt.com
https://d-nb.info/1363761811/34?utm_source=chatgpt.com
https://pmc.ncbi.nlm.nih.gov/articles/PMC10691701/?utm_source=chatgpt.com
https://pmc.ncbi.nlm.nih.gov/articles/PMC10691701/?utm_source=chatgpt.com
https://pmc.ncbi.nlm.nih.gov/articles/PMC10691701/?utm_source=chatgpt.com
https://www.temjournal.com/content/142/TEMJournalMay2025_1152_1165.pdf?utm_source=chatgpt.com
https://pmc.ncbi.nlm.nih.gov/articles/PMC10691701/?utm_source=chatgpt.com
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Takeaway: Presents an end-to-end deep-
NLP pipeline for fake job description (FID)
detection and reports improved detection
when combining textual deep features with
metadata and engineered signals. Taylor &

Francis Online

Dataset: Kaggle + extended/cleaned
variants; authors emphasize improved
preprocessing and metadata exploitation.

Taylor & Francis Online+1

Method: Deep encoders (CNN / LSTM /
transformer variants) + feature fusion with
metadata (salary, location, company

profile). Taylor & Francis Online

Results: Notable gains vs prior work,
especially when metadata are properly
encoded and used alongside text

embeddings. Taylor & Francis Online

Strengths / limits: Good practical focus on
data quality and feature fusion; may lack
large-scale external validation.
Opportunity: cross-platform datasets and
temporal robustness testing. Taylor &

Francis Online

5) Survey / Recent applied studies &
small-scale projects (multiple conference

/ journal reports)

Takeaway: A number of recent applied
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papers and reports (PR, HNRPR,
conference  proceedings)  demonstrate
practical pipelines using DistilBERT,
BERT, BIi-LSTM, CNN, and hybrid
strategies on the same Kaggle benchmark
— but they differ in preprocessing,

imbalance handling, and evaluation rigor

Observation: Most work uses the same
public Kaggle dataset (so be careful about
overfitting to its quirks) and report metrics
like accuracy/F1; fewer include robust
cross-validation or external testbeds.

Kaggle+1

Gap: Lack of large, diverse, multi-platform
labelled corpora and limited explainability
analyses in many papers — opportunity for
contributions (dataset curation, explainable

classifiers, adversarial robustness).

In recent years, the growing use of online
platforms for job recruitment has
introduced both convenience and risks.
While digital job portals offer accessible
opportunities for job seekers and simplified
hiring processes for employers, they have
also become a target for fraudulent job
postings. Online Recruitment Fraud (ORF)
exploits the anonymity of the internet to
mislead applicants, often resulting in

financial loss and psychological stress.


https://www.tandfonline.com/doi/full/10.1080/24751839.2024.2387380?af=R&utm_source=chatgpt.com
https://www.tandfonline.com/doi/full/10.1080/24751839.2024.2387380?af=R&utm_source=chatgpt.com
https://www.tandfonline.com/doi/full/10.1080/24751839.2024.2387380?af=R&utm_source=chatgpt.com
https://www.tandfonline.com/doi/full/10.1080/24751839.2024.2387380?af=R&utm_source=chatgpt.com
https://www.tandfonline.com/doi/full/10.1080/24751839.2024.2387380?af=R&utm_source=chatgpt.com
https://www.tandfonline.com/doi/full/10.1080/24751839.2024.2387380?af=R&utm_source=chatgpt.com
https://www.tandfonline.com/doi/full/10.1080/24751839.2024.2387380?af=R&utm_source=chatgpt.com
https://www.kaggle.com/datasets/shivamb/real-or-fake-fake-jobposting-prediction?utm_source=chatgpt.com
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This project focuses on building a deep
learning-based system to effectively detect
fraudulent job advertisements. Traditional
systems that use classical machine learning
algorithms—such as Naive Bayes, Decision
Trees, and Logistic Regression—Ilack the
sophistication to identify complex fraud
patterns and often fail to handle class

imbalance in datasets.

The proposed system addresses these
challenges by leveraging advanced Natural
Language Processing (NLP) models,

specifically BERT (Bidirectional Encoder

System Architecture:

Representations from Transformers) and
RoBERTa (Robustly Optimized BERT
Approach). These models are capable of
transforming  job  descriptions into
meaningful numerical vectors that capture
context and semantics more accurately than
traditional methods. To resolve the issue of

class imbalance—where real job postings

JNAO Vol. 16, Issue. 2: 2025
significantly outnumber fraudulent ones—
the SMOBD, a variant of the SMOTE
(Synthetic Minority Over-sampling
Technique), is applied. This ensures that
minority class instances (fraudulent jobs)
are adequately represented during training.
Additionally, a 2D Convolutional Neural
Network (CNN2D) is integrated to enhance
feature  extraction and boost the

classification performance.

This system analysis outlines the shift from
rule-based and shallow learning methods to
deep learning architectures, supported by
comprehensive datasets from multiple
sources. It sets the groundwork for a robust,
scalable, and secure solution capable of
identifying fraudulent job postings in real-
time, contributing to a safer and more
trustworthy digital recruitment

environment.

Implementation:

We have coded this project using
JUPYTER notebook and below are the code
and output screens with blue colour

comments
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In above screen importing required

packages and classes
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In above screen in first block creating and
loading objects of BERT and Roberta
models and then defining function to clean

text data using NLP algorithms

In above screen loading and displaying
Fake job first dataset values
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In above screen loading and displaying

second dataset values.
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In above screen loading and displaying 3rd

dataset values

FraudJobDetaction Last Chschiaobet J Sous sy (mmsssd

erpiogTent type

In above screen visualizing fraud job
percentage in dataset with respect to
employment type and in above graph can
see ‘Part Time’ job type contains more
fraud job. In above graph x- axis represents
fraud job percentage and y-axis represents

employment type
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Jupyter FraudobDometon st

Moskpas [l agn mdsbend

Seatport

In above screen visualizing fraud job
percentage with respect to ‘Required
Experience’ and in above exploration we
can say ‘Executive’ experience contains

more fraud jobs

In above screen reading all job details from
all 3 datasets and then input to BERT and
Roberta to convert job details in to numeric
vector and after executing above blocks will

get below output

121 Frontlbot Do Lu Cuamns S u it

In above screen can see numeric vector
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generated from job text for both BERT and
Roberta models

_ Jupytér FraudiobDetortion Lat Dvdpcs 7 hees age |sewmsmved|

New! ob Frausint ch
Chris DoSTHIDSLaN Or aph

In above screen visualizing REAL and
Fraud number of jobs exists in dataset and
can see more jobs posting are REAL and
very few records contains FAKE job
posting and this having high imbalance data
issue. In above graph x-axis represents Job
Type and y-axis represents number of

records

D70 Frbd itk o et | o) e — a

In above screen applying processing
techniques such as shuffling and splitting
data into train and test where 80% BERT
and Roberta features will used for training
and 20% for testing
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In above screen BERT neural network with
actual data got 98% accuracy and can see
other metrics like precision, recall and
FSCORE. In confusion matrix graph x-axis
represents Predicted Labels and y-axis
represents true labels and then yellow and
blue boxes in diagonal represents correct
prediction count and remaining both blue
boxes represents incorrect prediction count.
In above graph can see without using
SMOTE classifier predicted all jobs as

REAL and fake count is 0 and this will
happened because of imbalance data issue
and can solve this issue using SMOTE

invariants classes.

JNAO Vol. 16, Issue. 2: 2025

_ Jupyter FraudJobDelocson L Cleieet I hast g (et

In above screen applying SMOTE SMOBD
algorithm on both BERT and Roberta

features and then in blue colour text can see

JUpYIer FravdJobDotochion Les Chedpent 3 heus spo (svtsssved)

: ]

dataset contains 41000 records and in last

line after applying SMOTE we can see
dataset features size increase to 85000

In above screen BERT + SMOTE got
98.66% accuracy and in confusion matrix
graph we can see algorithm predicted both
real and fraud jobs as no class has 0
predicted count which we see in previous

confusion matrix without SMOTE
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In above screen Roberta + SMOTE got
98.57% accuracy and can see this algorithm
also predicted both Real and Fake jobs

UPYTIL FrandiobOmmchon {w thetpes Jimes ag mtmamd

Patenases BEAT « SMOO0 SNOTT « CNNID Corfunsen matne

In above screen extension got 98.68%
accuracy which is higher than all propose
algorithms and in confusion matrix can see
both real and fake jobs predicted

UDYREr FimidlobDutection Les chaksas S hwensss (samees

E o+ L * & rphm mCw

In above screen displaying all algorithm

performance comparison graph where Xx-

JNAO Vol. 16, Issue. 2: 2025
axis represents algorithm names and y-axis
represents accuracy and other metrics in
different colour bars and in all algorithms
Extension got high accuracy
Conclusion:

In conclusion, the proposed system for
detecting online recruitment fraud (ORF)
effectively addresses the increasing
prevalence of fraudulent job postings on
digital platforms. By integrating multiple
advanced deep learning algorithms,
Encoder

including Bidirectional

Representations ~ from Transformers
(BERT) and Robustly Optimized BERT
Pre-training Approach (RoBERTa), the
system enhances the capability to
accurately identify fake job advertisements.
The use of a novel dataset comprising
postings from various sources, along with
the application of the SMOTE SMOBD
technique, significantly mitigates class
imbalance issues, ensuring robust training
and evaluation of the models. The results
highlight that the combination of BERT
features with SMOBD, when integrated
with a Convolutional Neural Network
(CNN2D), achieved the highest accuracy of
98.68%. This demonstrates the efficacy of
the proposed system in distinguishing
between genuine and fraudulent job

postings. The project provides a valuable
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framework that can help protect job seekers
from online scams, ultimately contributing
to a more secure recruitment process in the

digital landscape.

Future Enhancements:
In future work, the project aims to further

enhance the detection of online recruitment
fraud by exploring additional machine
learning techniques, such as ensemble
methods and advanced feature extraction
algorithms. Integrating recurrent neural
(RNNS) and

mechanisms may improve the model's

networks attention
ability to capture contextual information in
job postings. Additionally, experimenting
with transfer learning from pre-trained
models can optimize performance on
smaller datasets. These enhancements aim
to refine accuracy and efficiency in
identifying fraudulent job advertisements.
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